PA3BACHEHUSA
110 BBITIOJIHEHNIO TPeOOBaHUIl 3aKoHOAaTebCTBA Poccuiickoii Menepanun B
chepe nunpopmanmoHHOK 0€30MIACHOCTH NPH NMOAKJII0YeHUN K DeepaibHOI
rocyaapcreeHHoi uHpopmaunonHoi cucreme « Exunbii nopraJ
roCyJapCTBEHHbIX 1 MYHHIHMIIAJIbHBIX YCIYT (PyHKUIMA)» B 4aCTH

(YHKIHOHAJIBLHOCTH €IHHOT0 OKHA U(PPOBOH 00PATHOM CBSI3H

IIpuHATHIE COKpaLIEeHUs

Wb — Nudopmarmonnas 6€30mMacHOCTb.

UT — UudpopMalinoHHbBIE TEXHOJIOTHH.

NIIT — NHdpacTpykTypa 3IEKTPOHHOTO MTPaBUTEILCTBA.

M3 — MexXceTeBOM 3KpaH.

HC/I — HecanKumoHHpOBaHHBIN TOCTYIL.

OI'B — Opran rocyaapcTBeHHOM BitacTH cyobekTa Poccuiickoit deaeparumu.

OMCY — Opraa MECTHOTO CaMOYIIPaBIICHUS.

OC — OnepaimoHHas cucrtema.

[1/T1n — IlepcoHanbHbIE TaHHBIE.

[IOC — (yHKUMOHANBHOCTh €IMHOTO OKHAa LHU(PPOBON 0OpaTHOUN CBS3U
denepanabHON TOCYIapCTBEHHOM WH(MOpPMAIMOHHOW cucTeMbl «EIMHBIA mopTan
rOCYAapCTBEHHBIX M MYHUIIMITAJIBHBIX YCIYT ((PYHKITH)».

CAB3 — CpenctBo aHTUBUPYCHOM 3aILUTHI.

C3U — CpenctBo 3amuThl HHOOPMAIIHH.

CK3U — CpenctBo kpuntorpadudeckoi 3anuThl UHPOpMAaIUu.

CKVY ]l — CucteMa KOHTPOJIS ¥ YIIPABJICHUS T1OCTYTIOM.

COB - Cucrema oOHapy>KeHHsI BTOPKEHUH.

OI'UC EIT'Y — ®enepanbHas rocyJapcTBeHHas HHPOpMaLMOHHAs CUCTEMA
«Eaunblit mopTas rocy1TapcTBEHHBIX U MyHULIMITATBHBIX YCIYT ((DyHKLINN)».

O®ONB — ®@enepanbHbli OpraH MCHOJHUTEIBLHOW  BIACTH, JHUOO
roCyJapCTBEHHbIE BHEOIOKETHBIE (POHIBI, CIYXKObl, ar€HTCTBA, UHbIE OpPraHbl U

opranuzanuu (eaepaabHOro YpOBHS.



®Cbhb Poccunm — DenepanpHas cayxkba Oe3omacHoctu Poccuiickoit
denepanum.

OCTIK Poccun — ®enepanbHasi ciry:k0a M0 TEXHUYECKOMY U SKCIIOPTHOMY
KoHTpoto Poccniickon Penepanun.

LHO/I — LlenTp 06pabOTKK TaHHBIX.

TepMuHbI U onpeaeIeHUS

PaGoune = MecTta  COTPYJHHMKOB  OpraHoB W  OpraHu3amuid  —
aBTOMAaTU3WPOBaHHbBIC paboune MecTa, Bxoasiue B coctaB UT-undpacTpykTypsl
OpPraHOB U OpPraHU3alMi, C UCIIOIb30BAHUEM KOTOPBIX COTPYAHUKHA OCYIIECTBISIOT
noctyn k web-untepdeiicy [IOC st paboTsl ¢ 0OpalieHUsIMU 3asIBUTEIICH.

O6paboTka MEPCOHANBHBIX JAaHHBIX — JII00O€ JAeicTBHE (omepariusi) WUiu
COBOKYITHOCTb JIEUCTBHI (Omepalinii), COBEpIIAeMbIX C HCIOJIb30BAHUEM CPE/ICTB
aBTOMAaTH3allMi WM O3 HCIOJIb30BAHUSI TaKUX CPEACTB C TMEPCOHAIBHBIMHU
JAHHBIMH, BKJIIOYas cOOp, 3aluch, CHUCTEMATHU3AIMI0, HAKOIUICHHE, XpaHEHHE,
yTouHeHue (OOHOBJICHHE, W3MEHEHHE), H3BJICUCHHUE, WCIIOJIb30BaHUE, Iepeaady
(pactpocTpaHeHnue, MpeAoCTaBiIeHUE, JOCTYI), o0e3nuuBaHue, OJIOKHUpPOBAHUE,
yAaJIeHUE, YHUYTOKEHHE NEPCOHAIBHBIX JAHHBIX.

OOGpamieHuss — cooOIIeHUsT U OOpalieHusl TPaKJIaH U IOPUIAYECKUX JIHIL,
HalpaBJICHHbIE B OpraHbl M OpraHu3alldd M WX JOHKHOCTHBIM  JIMIIaM
¢ ucnonb3zoBanueM 3MeKTpoHHON hopmbl ®T'UC EINT'Y u odunmanbHbIx cadToB
TaKuX OpPraHOB M OpPraHU3alMi, a TaKXke C MOMOILIbI MOOWJIBHOTO MPUIIOKEHUS
OI'MC EITY.

Oneparop II/IlH — rocynapCTBEHHBI OpraH, MYHHIIMIAIbHBIA OpraH,
IOPUIUYECKOE WIH (PU3NYECKOE JTUI0, CAMOCTOSITEIBHO WJIM COBMECTHO C APYTUMHU
JUIAMU OPTaHU3YIOIMKUE W (WUIM) OCYIIECTBISIONME 00pabOTKy MepCOHATBHBIX
JTAHHBIX, a TAKXKE OMPEACIISIONTUe 1eTu 00pabOTKU MEPCOHATBHBIX TaHHBIX, COCTaB
MEPCOHANBHBIX JAaHHBIX, MOJUICKAIUX O00paboTKe, MelcTBUs (Omepaiun),
COBEpIIAEMbIE C IEPCOHATBHBIMU JaHHBIMHU.

Opranwbl U opranmzauuun — OOMB, OI'B, OMCY, rocynapCTBEHHbIE U

MYHUIUMIIAIBHBIC YUYPCKIACHWA, HCHTPLI YIIPABJIICHUA PCTrUOHAMH, CO3JJdHHBIC H
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OCYULIECTBJISIIOIME CBOIO JESATENBHOCTh B COOTBETCTBMM C IOCTAHOBJIECHUEM
[TpaButensctBa Poccuiickoit @eneparuu ot 16 Hos6pst 2020 roma Ne 1844 «O6
yrBepxkaeHuM [lpaBui mpenocraBieHus cyOcuauu U3 (eaepanbHOro Oropkera
ABTOHOMHOW HEKOMMEPUYECKOW OpraHU3aliy MO Pa3BUTHIO HU(POBBIX MPOEKTOB B
cdepe oOIIeCTBEHHBIX CBA3eH U KOMMYyHHKauil «/{nanor Pernonsn» Ha co3ganue u
obecrnieueHre (pyHKIIMOHUPOBaHUA B cyObekTax Poccuiickoit denepannu 1eHTPOB
ympaBieHus: perioHoB U [lpaBun co3nanus M (QyHKIIMOHUPOBAHHS B CyOBEKTax
Poccuiickoii @enepaliiy LIEHTPOB YIPABICHUS PETHOHOB», a TaKXKE MWHBIC
OpraHu3alliy, OCYIIECTBISAIOMINE MyOJIUYHO 3HAYMMbIE (PYHKIUH.

[lepconanibHble TaHHBIE — JII00asd HH(POpPMALKA, OTHOCAIIAACA K MPAMO WIH
KOCBEHHO ONPEJEICHHOMY, WIH OIpeneasieMoMy (U3NYECKOMY JHIY (CYyOBEKTY

MEePCOHATIBHBIX JIAHHBIX ).



AHHOTAIIUA

Hacrosinme pa3bsaCHEHMs M0 BBINOJTHEHUIO TPEOOBAaHUM 3aKOHOAATENIbCTBA
Poccuiickoit ®enepanmun B chepe MHPOpMAIIMOHHOM OE30MACHOCTH  IpHU
noJkIoueHu K DenepanbHON TocyAapCcTBEHHOM WHGOPMAIMOHHON cHUCTEME
«EnuHbIi mopTan rocyJapcTBEHHBIX 1 MyHUIIUTIATBHBIX YCIYT (DYHKIIMIA)» B 4aCTH
(GYHKIIMOHATBLHOCTH €IMHOTO0 OKHa HHUGPOBON 00paTHOM cCBs3M (nmanee —
PEKOMEHIAIIMK) pa3paboTaHbl C IICJIBI0  BBIPAOOTKH EIAWHBIX ITOAXOJOB K
BBIMIOJIHEHUIO OpraHaMd M OpraHU3alMsIMU TpPeOOBaHUM 3aKOHOJATENIhCTBA
Poccuiickoii ®enepanuu B cdepe uHPOpMAUMOHHONW O€30MaCHOCTH MpHU

noakirouenuu kK [1OC.



1 Oo6mmue ceegenns o [NOC

1.1 Hasznauenme IIOC

[TOC npenHa3HaueHa AJisl PEeIICHUS CISAYIOMNX 3a/1a4u:

o oOecrnieueHrne BO3MOXKHOCTH TMOJAaYU OOpalleHU rpakIaHaMH 4epes
€INHOE OKHO IOoJauu OOpaIieHWil — 3JIEeKTPOHHBIE (HOPMBI, pa3MEIICHHbIC Ha
o(HUIMaTBHBIX CaiiTax OPraHOB M OpPTraHU3alNN;

o peructpauus U 00pabOTKa TOCTYNUBIIMX OOpalleHHH myTeM
IPUCBOCHUS  YHUKAIBbHOTO  HWACHTH(PHKATOpa  KaKIOMY  OOpalleHHIo,
CTPYKTYPUPOBAHUS U KJIaCCU(PUKALIUKA 0OpallleHUu |, MapIIpyTU3aIuu oOpalieHuii B

OpraHbl 1 OpraHru3alu Ha OCHOBAHHWU KJ'IaCCI/I(i)I/IKaL[I/II/I, IIOATOTOBKH OTBCTOB Ha

oOparieHus;
o UH()OPMUPOBAHKE TPAXK]IAH O CTATYCE PACCMOTPEHUs 0OpaIeHUH;
o MOJIYYCHUE TpaKJaHAMH OTBETOB Ha OOpaIeHus B AJIEKTPOHHOMN

dbopMe, BO3MOKHOCTHU OTIPEACIICHHUS YIOBIETBOPECHHOCTH OTBETOM Ha OOpaIlleHHE;

o cOop 1 aHaM3 HHPOPMALIUU O pabOTe C OOpaIEHUIMH, B TOM YHCIIE:

- aHAJIM3 JIEATEIILHOCTH OPTaHOB U OPTaHU3AIUH B YaCTH COOJIO/ICHNUS CPOKOB
paccMOTpeHUs 00palieHu;

- aHaJIM3 YAOBJIIETBOPEHHOCTH IPaK/IaH PACCMOTPEHUEM OOpaIeHUM;

- OompeJieNieHue MPOOJIEMHBIX TOYEK — BOIPOCOB, YaCTO BCTPEUAIOIIMXCS B
oOpallleHUsIX TpaXkaaH;

o oOecrieueHrne BO3MOKHOCTH Y4acTHsl TPaXKJaH B BOMPOCAX MECTHOTO
3HAUCHUA M paclpeeeHUs 4acTH OIoKeTa IMyTeM TOJOCOBaHHUS O BBIOOpE
PETHOHANILHBIX U MYHUITUTIABHBIX TPOCKTOB M HHBIM BOIIPOCAM:;

o cOOp MHEHUS TpaXKJaH MyTeM MTPOBEACHHS OMPOCOB;

o MPOBEICHUE COIMOJIOTHYECKUX OINMPOCOB MHEHUS TpPaXIaH II0
pa3IMYHBIM BOIPOCAM PETHOHAIBHOTO W MECTHOTO 3HAYCHHMsI, HAIMOHAIHHBIM
MIPOCKTaM;

o MOJIYYCHHUE U OTOOPaKEHHE CBOTHBIX KOMITJIEKCHBIX JAHHBIX HA OCHOBE

npoBeneHus aHanusza Bceil nocrynatomeid B [IOC undopmanu o0 oOpaieHusx,



COOOIICHHSIX, TOJIOCOBAHUSIX U OIIPOCAX;
o MPEIOCTaBIIEHUE BO3MOXKHOCTH aHAIM3a COOOIICHHM COIHMATbHBIX
MeJIia TOCyIapCTBEHHBIMU OpraHaMu UCIIOJIHUTENbHOM Biiactu u OMCY.

[1OC Bxirouaet cienyronie GyHKIUOHAIbHbIE KOMITOHEHTHI (TI0JICUCTEMBI):

o KOMITOHEHT 00pabOTKH 00paIleHU;

o KOMITOHEHT 00pabOTKH COOOIIEHUN B OTKPBITHIX HCTOYHUKAX;
o KOMITOHEHT OOIIECTBEHHOT'O TOJIOCOBAHMUSI.

o KOMIIOHEHT ['ocniabnuku;

o MOOHJIBHOE TTPUIIOKEHUE JKUTEIIS;

o MOOHJIBHOE TIPUIIOKEHHUE UCTIOTHUTEIS.

Kaxnas mnoacucrema BBIOJHEHA B BHJAE ONpEAEIIEHHOro Habopa
IPOrpPaMMHBIX KOMIIOHEHT U MOAYJEH, MPeAOCTaBISIONIMX HEOOXO0AUMBII HAaOOp
CEPBUCOB CUCTEMBI.

Coznanne u passurue [1OC ocymiecTBIsSIETCS B COOTBETCTBHH € ITYHKTOM 3
nepeyns nopyuennii [Ipesunenta Poccniickonn ®@enepanuum ot 1 mapra 2020 roga
[Tp-354, [loctanoBnenwus [IpaButensctBa Poccuiickoit @eaeparun «O npoBeaeHUN
DKCIIEPUMEHTa IO MCIIOJIb30BAHUIO denepanbHOM  TOCYIapCTBEHHOU
uHpopManmoHHOW  cuctemMbl  «EQuHBI  moOpTan  TrOCyAapCTBEHHBIX U
MYHULIMINIAJIBHBIX ~ ycIyr (QyHKUMN)» AJ  HampaBieHHs TpaxJaHaMu U
IOPUIUYECKUMY JIMIAMU B TOCYAApPCTBEHHBIE OpPraHbl, OPraHbl MECTHOIO
CaMOYIIpaBJIEHUs, TOCYJAPCTBEHHbIE W MYHUUMUINAIbHBIE YUPEKICHUS, HWHBIC
OpraHu3aliy, OCYUISCTBIAIOIMIME MyOJIMYHO 3HAYMMble (YHKIUH, U HUX
JIOJDKHOCTHBIM  JIUIIaM COOOIEHUN W oOpalieHui, a Takxke sl HamnpaBJCHUs
TaKUMHA OpraHaMd M OpPraHU3alMsIMU OTBETOB Ha YKa3aHHbIE COOOLICHUS U
obopamenusi» oT 10 Hos6ps 2020 roma Ne 1802. dyskmumonambno I[1OC —
noacucrema ®I'YC EIT'Y, dynkunonupyromeit B coorBerctBuu ¢ OenepanbHbIM
3akoHOM «O0 OpraHu3aluy NPeJOCTaBICHHS FOCYIapCTBEHHBIX U MYHHUITUIATbHBIX
ycayr» oT 27 wronsg 2010 roga Ne 210 M mOJOXKEHUSIMH TIOCTAHOBJIEHUS

[IpaButensctBa  Poccuiickoit ~ @enepanuu ot «O06  mHPpacTpykType,



o0ecreunBaroIIeH UH()OPMAITMOHHO-TEXHOJIOTHIECKOe B3aUMOJICHCTBHE
UH(OPMAITMOHHBIX CUCTEM, UCIIOJIb3yEMBIX JUTS NPEI0CTABICHUS
rOCYJapCTBEHHBIX U MYHUIUIAIBHBIX YCIYyT U UCIOIHEHUS TOCYJapCTBEHHBIX U
MYHUIIUIIATBHBIX (PYHKIHHA B 31eKTpoHHOU hopme» 8 utons 2011 roga Ne 451.

B coorBerctBuM ¢ TpeboBanusimu IlocranoBnenus [IpaBurenbcTBa
Poccuiickoit @eaepannn «O TpeOOBaHUAX K MOPSJIKY CO3/IaHUs, Pa3BUTHS, BBOJIA B
AKCILTYyaTalMI0, 3KCIUTyaTallhd W BBIBOJAA M3 3KCIUIyaTallUd TOCYAapCTBEHHBIX
MH(OPMAIMOHHBIX CUCTEM, U JAJIbHEUIIIEro XpaHeHUs cojepralieiics B ux 6azax
naHHbpIX uHQOpMarmm» oT 6 uionst 2015 roma Ne 676  mpu cozmanuu [10OC
YUUTBIBAIMCH TPEOOBAHUS O 3aIUTE MH(POPMALMKU, YCTAHOBJICHHbIE (PeepaTIbHbIM
OpraHOM HCIIOJIHUTENBHOM BilacTU B oOnactu obecneuenus 6e3onacHoctu (OCh
Poccun) u ¢enepanbHbIM OPraHOM MCHOJHUTEIBLHON BIIACTH, YIIOTHOMOYEHHBIM B
00JaCTH TPOTUBOJCHCTBUS TEXHUYECKUM pa3BEAKaM U TEXHUYECKON 3allUThI
unpopmanuu (PCTIK Poccun) B nmpenenax ux MOTHOMOYHIA.

1.2 Cgegenuss 0 peaju30BaHHBIX Mepax 3alMTHI HHQpopManum,
oopadarsiBaemoii B IIOC

ITOC Bxomut B coctaB ®I'UC EIITY u ¢pyHkumoHnupyetr Ha 6aze oOuiei
3amuieHHon uadppactpykrypsl IO UDII.

I[TOC (B coctaBe ®I'MIC EIII'Y) xnaccuduimpoBana Kak rocyaapCTBEHHAS
uH(pOpMAlMOHHAsT CHUCTEMa TNEpPBOro Kiacca 3allMUIEHHOCTH, B KOTOPOWU
npeaycMoTpeHa oopadorka [1/{H, B ToM umcIie, crieluanbHbIX KaTETOpUi 1 JOJDKEH
ObITH 0O€cTieueH BTOPOM ypOBEHb 3amiuieHHocTa [1/1H.

B cootBerctBUM ¢ gokymeHTOM «MH]pacTpykTypa 3IEKTPOHHOTO
npaBuTENbCTBA. ['ocynapcTBeHHas mHGOpMaIMoHHasi cuctema «EIUHBIN mopTan
rocyAapcTBeHHbIX ycuyr (pyHkuuit). EquHoe okHO 1 poBoOil 0OpaTHON CBSI3HY.
Monens yrpo3 u HapytuTens 6e3onacHoct nHbopmanmm» oT 31 mapta 2021 roxa,
paboune MecTa COTPYIHUKOB OPraHOB M OpraHu3alui, ¢ KOTOPBIX OCYIIECTBIISIETCA
noctyn k web-untepdericy IIOC, SBIsIOTCS BHEUTHUMU MOJIb30BATEISIMU CUCTEMBI
u He BxoasT B coctaB @®I'MIC EINTY.

O6ecrnieuenne 0€30MacHOCTH 3aluilaeMoi nHpopmaruu (B Tom uucie [1/1H)
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npu e€ obpaborke B I[IOC peann3oBaHO KOMILJIEKCOM OpPraHU3alMOHHBIX U
TEXHUYECKUX MEPOIPHUSITHI, OMpEAENECHHBIX B COOTBETCTBUU C TPeOOBAHHUSIMHU
[ToctanoBnenust IlpaButennctBa Poccuiickoit ®epepammu «OO0 yTBEpKIEHUU
TpeOOBaHMII K 3alUTe TMEPCOHAIBHBIX JaHHBIX MpH UX 00paboTke B
HH(POPMAITMOHHBIX CHCTEMax IEepPCOHAIBHBIX AaHHBIX» OT 1 Hos0ps 2012 rona
Ne 1119, Tlpukaza ®CTIK Poccuu «OO0 yTBEepkKACHUM COCTaBa M COACPIKAHUS
OpraHU3allMOHHBIX M TEXHUYECKHMX Mep IO O0O0ECHeUYEeHHI0 Oe30IacCHOCTH
NEPCOHANIBHBIX JaHHBIX MpU HX 00paboTke B WH(GOPMAIIMOHHBIX CHUCTEMax
nepCcoOHANBHBIX JaHHbIX» OT 18 deBpans 2013 roma Ne 21  wu Ilpuxaza OCTOK
Poccun «O0 yTBepx)aeHuu TpedoBaHUM O 3alIUTe HHPOPMALIUU, HE COCTABIISIOIIEH
rOCyJIapCTBEHHYIO TaliHy, COJEprKalleiicsi B rOCy1apCTBEHHBIX HHPOPMAIIMOHHBIX
cuctemax» ot 11 ¢eBpans 2013 roga Ne 17, u HanpaBlIeHHBIX HA HEUTPaTU3ALMIO
aKTyaJIbHBIX yrpo3 0€30MacHOCTH UH(POPMAIIUH, OIIPEIEICHHBIX B MOJIEIH YIPO3 U

HapymuTens 6e3omacHocty nHdopmaruu OI'UC EITY.

2 Tlopsiaok odecneyeHUsi COOTBETCTBUSI 00padOTKH oOpalleHnii 3asiBUTeJIei
TpeOoBaHusAM PenepajibHOro 3akoHa «O MepPCOHANBHBIX JAHHBIX» 0T 27
uroJist 2006 roga Ne 152-@3.

IIpu pabore ¢ oOpalleHUSIMH 3asIBUTENEH OpraHbl M OpraHU3ALMU
ocymiecTBIst0T 00pabotrky [I/[H, KOoTOpbie coaepkarcs B OOpalleHUSX U
IpUIaraéMbIX K OOpalleHUsM JOKyMEHTaX, U B COOTBETCTBUH C IMOJIO)KEHUSIMU
@enepanbHOro 3akoHa «O NEpCOHANBHBIX HaHHBIX» OT 27 wmronsa 2006 rona
Ne 152-®3 sBnsitotest onepatopamu [1/1H.

B cootrBerctBum wyacthio 1 crareum 18.1 denpepanbHoro 3akonHa «O
NEePCOHANBHBIX JaHHBIX» OT 27 utonst 2006 roga Ne 152-D3 opransl U opranuzanuu
JOJDKHBI TPUHUMATh CIEAYIOLUIME MEphl, HEOOXOAMMBIE M JOCTATOYHBIC MJIs
oOecrieueHrs BBITIONHEHUST 00s3aHHOCTEH, mpeaycMoTpeHHbIX dDenepaabHbIM
3aK0HOM «O TepcoHANBHBIX JaHHBIX» OT 27 mrojst 2006 roma Ne 152-D3:

- Ha3HAYUTh OTBETCTBEHHOI'O 3a OpraHu3aiiuio oopadorku [1]1H;

- U3/1aTh JJOKYMEHT, ONPEIEISIOINA MOJIUTUKY Oprana (opraHu3alun) B



oTHOIEHUK 06paboTku I1J[u!, moxanbHbIE akThl MO Bompocam o6paborku I1/1H, a
TaK)K€ JIOKAJbHBIE aKThl, yCTAHABIHMBAIONIMX TIPOIEAYpHl, HaIpaBJICHHBIC Ha
NpeloTBpallleHUe U BBISIBIICHWE HApYyIICHWM 3akoHoaTenbcTBa Poccuiickoi
denepanuu, yCTpaHEHUE NTOCIEACTBUN TAKUX HAPYLLIECHNN;

- OIyOJIMKOBaTh WM HMHBIM 00pa3oM 00eCleunuTh HEOrpaHUYECHHBIN
JOCTYIl K JOKYMEHTY, ONpEIENsIoneMy IOJUTUKY opraHa (opraHu3anuu) B
oTtHoMIeHUN 00padoTku [1/1H, K CBeACHUAM O peain3yeMbIX TPEOOBAHUIX K 3aIUTE
IT]1H;

— o0OecreyuTh  NPUMEHEHUE  TMPABOBBIX,  OPTraHU3AIMOHHBIX U
TeXHUUYECKUX Mep mo obecrnedeHuto OeszomnacHoctu I[IJlH mpu ux obOpaboTke Ha
pabounx MecTax COTPYAHHUKOB B COOTBETCTBUHM C IIYHKTOM 3 HACTOSIIETO
JIOKYMEHTA,

- 00€eCreyuTh OCYIIECTBICHUE BHYTPEHHEr0 KOHTPOJS U (WIH) ayAauTa
cooTBeTcTBUsL 00paboTkm II[H monoxenusm DenepanbHoro 3akoHa «O
MEPCOHANBHBIX JNaHHbIX» oT 27 wuions 2006 roga Ne 152-®3 u npuHATHIM B
COOTBETCTBHM C HMM HOPMATHBHBIM IPABOBBIM aKTaM, TPCOOBAHHSIM K 3aIllUTE
[111, monutuke oprana (opraHu3aiuu) B oTHOIIeHHH 00padoTku [1/IH, ToKaIbHBIM
aKTaMm opraHa (OpraHu3aIun);

— MIPOBECTH OIICHKY Bpeaa, KOTOPBIA MOXKET OBITh MPUYUHEH CyObEeKTaM
[11n (3assBuTENSIM) B ciiydae HapylieHusi TpedoBanuit denepanbHoro 3akoHa «O
MepcoHaIbHBIX JaHHBIX» OT 27 wuromsa 2006 roma Ne 152-®3, cooTHOIICHUS
YKa3aHHOTO BpE/Ia M MPUHUMAEMBIX OpraHOM (OpraHHu3aIiueii) Mep, HarmpaBJICHHBIX
Ha oOecrieueHre BBITIOJIHEHHS O0S3aHHOCTEH, MPeayCMOTpeHHBIX DenepasbHOTO
3akoHa «O mepcoHaNbHBIX TaHHBIX» OT 27 utofist 2006 1. Ne 152-D3;

- O3HAKOMHUTH PAOOTHHKOB, HEMOCPEJACTBEHHO  OCYIIECTBIISIOIMINX
0o0paboTKy oOpamieHuil 3asBUTENEH, C TOJIOKEHUSMU 3aKOHOJATEIhCTBA

Poccuiickoit deneparuun o [1/]H, B Tom yucie tpeboBanusimu Kk 3amurte [1J[H,

! Hanpumep, B COOTBETCTBMH C PexoMEHALMAMY 110 COCTABIEHHIO JOKYMEHTA, OIIPEIEISIOIIErO IOJIUTHKY
oreparopa B OTHOIIEHHH 0OpabOTKHM MEpCOHANBHBIX MaHHBIX, B OPSIKE, yCTaHOBIEHHOM DenepaabHBIM 3aKOHOM
«O mepcoHaNbHBIX AaHHBIX» OT 27 wmions 2006 roma Ne 152-03, omyOauMKoBaHHBIMH Ha O(HIIMATBLHOM CcaiiTe
denepanbHOM CITY>KOBI 110 HABOPY B cdepe CBI3U, HHOOPMAIIMOHHBIX TEXHOJOTHIA W MAaCCOBBIX KOMMYHHUKAITUIH
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JIOKYMEHTaMU, ONpPEAEISIONIUMY MTOIUTUKY OpraHa (OpraHu3aliu) B OTHOLICHUU
obpabotku I1/lH, OKambHBIMU akTamMu 1O Bompocam oOpabdotku I1/IH, u (wmm)

oOy4eHHEe YKa3aHHBIX PaOOTHUKOB.
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3 IMopsaok o0ecrieyeHUsI COOTBETCTBUSA Pad0YUX MeCT COTPYAHMKOB
OPraHOB M OPraHuU3aluMid YCTAHOBJIEHHBIM HOPMATHMBHBIMHM TPABOBbBIMHU
akrtamu Poccuiickoii @enepanun TpedoBanusm no odecnedenuo Ub

B coorBerctBum ¢ HazHaueHuem [1OC (m. 1.1 HacTOSIMMX peKOMEHIAIIH),
npu padbote ¢ PYyHKIUOHATBHOCTBIO €IMHOTO OKHA IIU(GPOBOM 00paTHOM CBSI3U HA
pabounx MecTax COTPYJHHMKOB OpPraHOB M OpraHU3AlMi OCYIIECTBISETCS
o0paboTka oOpaleHuii 3asBUTENEH, KOTOPhIE MOTYT cojaepxath [1JlH, B TOM uunce
B COCTaBE MPHJIOKEHHBIX K 0OpaIlIEHUIO0 TOKYMEHTOB.

IIpu o6pabotke IIJIH, comepkammxcsi B OOpalleHUAX 3asiBUTENICH, B
COOTBETCTBHM C 4acThiOo 1 crateu 19 PenepanbHoro 3akoHa «O NMEPCOHAIBHBIX
naHHbeIX» OoT 27 utonst 2006 roma Ne 152 - @3 opranbl U opraHu3au 00s3aHBI
MPUHUMATh HEOOXOUMBIE MPABOBBIC, OPTaHU3ALIMOHHBIC U TEXHUYECKHUE MEPhI WIIN
oOecrieunBath MX MpuHsATHe s 3amuthl [1/IH, oOpabaThiBaeMbIX Ha pabOUMX
MeCTaxX COTPYJHHUKOB, OT HEMPABOMEPHOIO WM CIY4ailHOTO AOCTYyNa K HUM,
YHUYTOXXCHUSI, W3MEHEHUs, OJOKUPOBAHUS, KOMUPOBAHUS, TMPEIOCTaBICHUS,
pacnpocrtpanenus [1/{H, a Takke OT UHBIX HEITPABOMEPHBIX JICHCTBUM B OTHOIICHUH
IT/1H.

[Ipu onpenenennu TpeGOBaHUN K TEXHUYECKUM M OPTaHU3AIMOHHBIM MEpaM
3amuthl [1J[H, oOpabaTeiBaeMbIX Ha pabOYMX MeECTax COTPYIHUKOB, OpraHbl U
OpraHu3aliy 00s3aHbI:

- OTpENENUTh  HEOOXOMMMBIH  ypoBeHb  3ammiménnoctu  [1/1H,
oOpabaTpbiBaeMbpIX Ha paboOYMX MeCTax COTPYIHHUKOB, B COOTBETCTBHUHU C
nonoxkeHusiMu [locranosnenust [IpaBurensctBa «O0 yTBEpkKACHUM TPEOOBAHUHN K
3aIUTe MEPCOHATBHBIX JAHHBIX MPU UX 00paboTKe B MH(POPMAITMOHHBIX CUCTEMAaX
MepcoHaIbHbIX AaHHBIX» OT 1 HOsOps 2012 roga Ne 1119, Bkitouas onpeneneHue
kareropun IIJIH, KOTOpble MOTYT cOJEpKaTbCsi B OOpalIEHUSX 3asBUTENEH, C
ya€TOM 00JacTH JACSITENIBbHOCTH M TIONHOMOYMU OpraHa WIM OpraHu3aluu
(cnenanbHble, OMOMETpUYECKUE, OOLIEAOCTYTHbIE U UHbIe KaTeropuu [1/{H);

— pazpaboTatb MOJENIb yIpo3 W  HApymuTenass  0e30MacHOCTH

uHpopMmalnu, oOpabaTeiBaeMOM Ha pabOYMX MeCTaX COTPYIHHKOB, C IENbIO
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OIpeNENEHUs aKTyalbHBIX YTPO3 0€30nacHOCTH HH(pOopManun.?

Ha ocHoBaHmm ycTaHOBIIEHHOTO ypoBHs 3amumieHHoctn [I/[H, a Takxke
MEepEeyHsl aKTyaJbHbIX yrpo3 0€30MacHOCTU HH(OPMAIIUK, OPTaHbl U OPTAaHU3AIUHU B
cooTBeTcTBUH ¢ TpeOoBaHusMu [loctanosnenus [IpaBurenscTBa «O0 yTBEpKAEHUN
TpeOOBaHMI K 3allUTe TMEPCOHAIBHBIX JIAaHHBIX TMpH HUX 00paboTke B
HH(POPMAITMOHHBIX CHCTEMax IEepPCOHAIBHBIX AaHHBIX» OT 1 Hos0ps 2012 rona
Ne 1119 06s13aHb1 peanu30BaTh OPraHU3alUOHHBIE U TEXHUYECKUE MEPONPUITHUS TIO
3amute [1/1H, KOTOpbIe TOJKHBI BKIIIOYATH:

— OpraHU3aIMI0 pexuMa obecriedeHuss O0€30MacCHOCTU TMOMEIIECHUN, B
KOTOPBIX pa3MelleHbl paboyne MecTa COTPYIHHKOB, Ha KOTOPBIX OCYIIECTBISETCS
oOpaboTka  oOpalleHud  3adBUTENCH, MNPENSATCTBYIOIIEITO  BO3MOXHOCTHU
HEKOHTPOJIUPYEMOTO MPOHUKHOBEHUS WM TTPEOBIBAaHUS B ATUX MOMEIICHUSIX JIUII,
HE UMEIOIIKX paBa JI0CTyNa B 3TH OMEUIEHUS;

- obecricueHue coxpaHHoct Hocutenedt II/[H, copepkamuxcs B
oOpaleHusIX 3asBUTENEN (B cilydae, eciu OM3HEC-TIpoliecC IpeaycMaTpUBaeT
BBITPY3KY, 00pabOTKy WM XpaHEeHHE OOpalieHu U MPUII0KEHHBIX K 00paIieHUusIM
JIOKYMEHTOB B OpTraHe U OPraHU3alMKU Ha JOKAJIbHBIX HOCUTEISX);

— YTBEPKJICHUE JTOKYMEHTa, ONpPENENSIOIIEro MepeyeHb UL, JOCTYI
kotopeix K IIJ[H, comepxkamuMcs B oOpalleHUsX 3asBUTENICH, HEOOXOIUM s
BBITIOJIHEHUS UMH CITY>K€OHBIX (TPYOBBIX) 00S3aHHOCTEH;

— ucnoJsib3oBanue C3U, npourenmmux npoueaypy OUEHKHA COOTBETCTBUSA
TpeOOBaHUSIM 3aKOHOAAaTENbCTBA Poccutickoit deaepariuu B 001acT 0OeCIIeueHUsI
UB3, B ciiydae, korjga NpUMEHEHUE TAKUX CPEJCTB HEOOXOAUMO I HEHTPaIu3alyu
aKTyalbHbIX yrpo3 OezomacHoctu IIJIH mpu nx oO6paboTke Ha paboymx MecTax

COTPYIHUKOB OPraHOB U OpraHu3alluii;

2B cootBeTcTBMM ¢ METOMYECKMM JIOKYMEHTOM «METOIMKa OLIEHKH YTpo3 Ge30MacHOCTH HHPOPMAITHNY,
yrBepxknéaaoM @CTIK Pocenn 5 despans 2021 .

3 B cootserctBuu ¢ .12 Cocrasa u cojiepkaHusi OPraHU3alMOHHBIX U TEXHHYECKUX MEP 110 00ECTIEUEHHIO
0€301acHOCTH NEePCOHATBHBIX JAaHHBIX IPU UX 00paboTke B MH(POPMALMOHHBIX CUCTEMAax NMEPCOHAIBHBIX JaHHBIX,
yrBepxkaéHubIX IIpukazom @®CTIK Poccun ot 18 despams 2013 1. Ne2l
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— Ha3HAa4YeHHE JOJHKHOCTHOIO JIMIA, OTBETCTBEHHOIO 3a OOecreueHue
6e3omnacHoctu [1/1H mpu nx 00paboTKe Ha paboYMX MECTaX COTPYAHHUKOB (B CIydae,
KOI/Ia OpraHOM WJIM OpraHu3alueid orpejaesieHa HeoOXOAMMOCTbh oOecreueHus
TpeThero ypoBHs 3anmuiieHHoctd [1/IH, oOpabaTpiBaeMbIXx Ha pabOYMX MecTax
COTPY/IHUKOB, H BHIIIE);

- OpraHu3allii0 JOCTyNa K COJEPXKAHMIO BJIEKTPOHHOrO KypHaja
COOOIICHUI MCKIIOYUTENBHO JIsi JOJDKHOCTHBIX JHI] (paOOTHUKOB) OpraHa WU
OpraHU3aIH, WIN YIOJTHOMOYEHHOTO JIUIA, KOTOPHIM CBEICHUS, COJIEPKaIHecs B
yKa3aHHOM >KypHajie, HEOOXOJUMBI [IJIsi BBITIOJHEHUS CIY>KEOHBIX (TPYAOBBIX)
o0si3aHHOCTEeW (B ciydyae, KOTJa OpPraHOM WJIM OpraHU3alueill ompeaeseHa
HEOOXOJIMMOCTh  OOecrnedeHusi BTOpPOro  ypoBHA  3aummiueHHoctd  [1JIH,
00pabaTbIBacMbIX Ha pabOYNX MECTaX COTPYIHUKOB, U BBIIIE);

- ABTOMAaTUYECKYI0  PETUCTPALMI0O B JJIEKTPOHHOM  JKypHale
0€30MacHOCTH U3MEHEHUS MIOJTHOMOYUN COTPYAHHUKA OpraHa WM OpTaHU3aIfH I0
noctyny k I[1/IH, comepskamuMcs B oOpallleHHsIX 3asBUTENEH (B ciydae, Korna
OpPraHOM WJIM OpraHu3aluell ompeneneHa HeOOXOAMMOCTh 0OeCTIeueHUsT TIEPBOTO
ypoBHs 3amuiieHHocTH [1][H, 06pabaTbiBaeMbIX Ha pabO4HMX MECTaX COTPYIHUKOB);

— CO3/laHHWE€ CTPYKTYPHOI'O TOJpPAa3AeJCHUsl, OTBETCTBEHHOTO 3a
obOecrieuenue OezomacHoctu II/I[H mpu ux oOpaboTke Ha padoyMx MecTax
COTPYIHHUKOB JMOO0 BO3J0XKEHHE Ha OJJHO U3 CTPYKTYPHBIX MOJApa3JeIeHUi opraHa
WM OpraHu3anuu QyHKIUNA MO0 00ECHEeUYeHUI0 TakoW Oe30rmacHOCTH (B ciydae,
KOTJla OpPraHOM WM OpTaHW3alMed OIpeleieHa HEOOXOAMMOCTh OOecTeueHUs
nepBoro ypoBHs 3ammiieHHOCTH [1/[H, oOpabarhiBaeMbIX Ha paboumx MecTax
COTPYJHUKOB).

B 3aBucMMOCTH OT yCTaHOBJICHHOTO OPraHOM WJIM OpraHU3alliedl ypOBHS
samuménnoctr  [1/{n, oOpabaTpiBaeMbIx Ha pabOUMX MecCTaxX COTPYAHHUKOB,
TEXHUUYECKUE MEpPhI 3alllUThl B COOTBETCTBUU C TpeOoBanusmu [Ipukaza OCTIOK
Poccun «O0 yTBepX AEHUM COCTaBa H COJEPKAHUS OPTAHHU3AIMOHHBIX U
TEXHUUYECKUX MEP MO 00ecrnevyeHno 0e30MacHOCTH MEePCOHATIBHBIX JAHHBIX MPU UX

06pa60T1<e B I/IH(I)OpMaHI/IOHHLIX CUCTEMAX IICPCOHAJIBHBIX JAaHHBIX»  OT
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18 despamnst 2013 roga Ne 21 momkHBI 00eCIIeYnBaTh:

— UACHTU(DUKAINIO U ayTeHTUPHUKAINIO CYyOBEKTOB TOCTYIA U OOHEKTOB
JIOCTYTa;

— yIpaBJIEHUE TOCTYIIOM CYyOBEKTOB AOCTYIA K 00bEKTaM JJOCTYIIA;

— OrpaHUYEHUE MPOTPAMMHOMN CPEIBL;

— 3alIUTy MAIIMHHBIX HOCUTENEeH nH(OpMAaLIUY, Ha KOTOPBIX XPAHSITCS U
(wm) ob6padateiBarores [11H;

— perucTparuo coobITuil 0€30MaCHOCTH;

- AHTHBUPYCHYIO 3aIUTY;

- oOHapy>keHHe (IIpeI0TBPAlICHUE) BTOPKEHUM;

— KOHTpOJIb (aHaNIN3) 3auuinenHocty [1/1x;

- obecnieueHue 1nenoctHoctu I1/1xH;

- obecrieuenue gocrynHoctu [1/1H;

- 3alIUTY CPEIbl BUPTYaTU3alNH;

— 3aIlIUTY TEXHUYECKUX CPEICTB;

- samuty II/IH npu ux nepenayve.

B cootBerctBun ¢ mynktom 10 crateu 2 [lpukaza ®CTIK Poccun «O6
YTBEPKACHUM COCTaBa M COJIEP)KaHUSI OPTaHU3AIMOHHBIX U TEXHHYECKUX MEp IO
oOecreyeHnt0 0e30MaCHOCTH MEpPCOHANBHBIX JAHHBIX MpU HX 00paboTKe B
WH()OPMAITMOHHBIX CHCTEMaX IMEePCOHAIBHBIX NaHHbIX» OT 18 deBpans 2013 rona
Ne 21 npu HEBO3MOXKHOCTH TEXHUYECKON peain3aliy OTACIbHBIX BBIOPAHHBIX MEP
no obOecneuenuto Oe3zonmacHoctu II/lH, a Takke C y4eTOM SKOHOMHYECKOMH
1€J1eCO00pa3HOCTH Ha dTanax afganTaiuy 0a30Boro Habopa Mep U (WJIh) yTOUHEHUS
aJanTUPOBaHHOTO 0a3oBOoro Habopa Mep MOTYT pa3paldaThiBaTbCAd UHBIE
(KOMITEHCHPYIOILKE) MEPbI, HApaBJIECHHbIC Ha HEUTPAIM3ALIUIO aKTyaJbHBIX YTPO3
oe3onacuoctu [1JIH.

[Ipy 5TOM, K KOMIEHCHPYIOIIMM MepaM 3alluThl HH(OOPMALUUA MOKHO
OTHECTH:

- 3aMEHY 4YacTH CPEJACTB 3alllUThl MH(POpMalUU Mepamu (PU3ndecKon

14



3aILUTHI:
o orpaHuyYeHue (PU3NIECKOro JOCTYTA B TOMEIICHUS U K pabouum

MCCTaM COTPYAHUKOB OPraHOB H OPTaHHU3alINH, Ha KOTOPBIX OCYIICCTBIIACTCA

obpabotka [1]H;
o oreyaThIBaHNE/OTUIOMOMPOBAHIE CUCTEMHBIX OJIOKOB;
o OTeyaThIBAHNE/OTUIOMOMPOBAHUE TIOPTOB JJIS TIOJKITIOUCHHS

CBEMHBIX YCTPONCTB;

0 HCIIOJIb30BAHUEC UMerolencs CKY [ u CHUCTEMBI
BHUJICOHAOTIOCHUS;
- 3aMEHY YacTH CPEACTB 3alllUThl MH(POPMALUU OpPraHU3ALUOHHBIMHU

Mepamu:

o OrpaHUYECHHE, KOHTPOJIb M YYET HCIOJNb30BAHUA CHEMHBIX
HOCHUTENEeW HHPOpMaK U MOOMIIBHBIX YCTPOWCTB;

o 3amnpeT Ha UCIOJIb30BAHUE MTOJIb30BATEISIMU aIMUHUCTPATUBHBIX
YYETHBIX 3aIIMCEN;

@ YTBEP)KJCHUE IMEPEYHEN pa3pelleHHOT0 U  3alpelieHHOro
IPOrpaMMHOT0 0OecTIeueHus;

o OrpaHUYEHHE  HUCMOJb30BAaHHUS CETH  HMHTEPHET  MyTEeM
ONpEIEIICHUS NEPEUHS Pa3pEIICHHBIX IS OCEIIECHHS CAUTOB;

0 YTBEPKIAECHUE IIEPEYHsl II0JIb30BATENEN, KOTOPBIM pa3pelieH
noctyn K [1/TH;

— HCIOJIb30BaHNE BCTPOCHHBIX MEXaHU3MOB 3auThl OC:

o uAeHTUUKALS/ayTeHTU(UKALMS TTOJb30BaTelNeH;

@ pasrpaHU4eHHe JIOCTYIIa;

o OrpaHUYEeHHUE MPOTPAMMHOM CPEJIbI;

o MEXCETEBOE YKPAHUPOBAHUE;

o KypHaJIMPOBAHME;

o muppOBaHKE TMCKOB;

e OTKJIFOUEHHE BO3MOKHOCTH 3arpy3KH C BHEITHUX HOCHUTENEH.

Takxke B coOOTBeTCTBUM cO cTatbedl 19 @enepanbHoro 3akoHa «O
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NEepPCOHANBHBIX JaHHbIX» OT 27 urona 2016 roma  Ne 152 - @3 opransl u
OpTaHU3aIMH JIOJDKHBI TPOBOJIUTH OIEHKY d(P(GEKTUBHOCTH MPUHUMAEMBIX MEp 110
obecrieuennto OezomacHoctd [I/ln. B coorBercTBHM ¢ HMH(POPMAIMOHHBIM
coobmennem @CTIK Poccun ot 15 urons 2013 roma Ne 240/22/2637 perenue mno
¢dopme oneHkr 3PpPEKTUBHOCTH U JOKYMEHTOB, pa3pabaThIBAEMBbIX 110 PE3yIbTaTaM
(B mpomecce) oueHKH 3(G(HEKTUBHOCTH, HODKHO NPUHUMATBCS OpraHaMU H

opraHu3anusiMu CaMOCTOSATCIIBHO.
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4 IMopsaxok opraHu3anuy 3aIMIIEHHOT0 B3aMMOAeHCTBUS padovyux
MeCT COTPYAHMKOB OpraHos u opranusauuii ¢ [IOC

B pamkax B3aumojedcTBHS pabO4YMX MECT COTPYJHUKOB OPraHOB H
opranuzauuid ¢ [1OC nns 3amutel [TJ[H OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA MPHU
WX [lepe/laye Mo KaHaJIaM CBSI3H, HE 3aIIUIIEHHBIM OPraHU3allHOHHO-TEXHUYECKUMHU
cpeacTBamu, 1oJbkHbI npuMeHaTbess CK3U, cepruduuupoBansble o TpeOOBaHUSAM
®Cb Poccun.

Jns  HeWTpanmuzanuu yrpo3 0Oe3omacHoctd IIJIH, copepkammxcs B
oOpamieHMsIX  3asBHUTENIEd, TMpU WX [eperadye 1Mo  MH(GOPMATUOHHO-
TEJIEKOMMYHUKALIMOHHBIM CETSM OOLIETo MOJIb30BaHUS B paMKaX B3aUMOJEHCTBUA
pabovmx MeCT COTPYAHUKOB OpraHoB 1 opranu3auuii ¢ [IOC 101KHBI BEITOIHATHCS
cienyroume TpeOOBaHus

- B3aMMOJEICTBHE MEXY pabdOYMMU MECTaMU COTPYIHHUKOB OPraHOB U
opranmzannii 1 [IOC JOMKHO OCYIIECTBIATHCS IOCPEACTBOM HCIIOJIB30BAHUSA
npotokosia TLS 1.2 ¢ onHOCTOpOHHEHN ayTeHTUPUKAITEH;

- Ha pabo4YMX MECTax COTPYAHHMKOB OPraHOB M OPraHU3aLUN JTOJKHBI
npuMensaTees CK3UM  wimacca KCI1, koropele NOAIEPAKUBAIOT — CIEIYIONINE
OTE€UYECTBEHHbIE AITOPUTMBI IPU OCYLIECTBICHUU KPUNTOrpaPpUUECKUX oneparuii B
paMkax peanu3anuu B3aumozekcTeus — ['OCT 28147-89, TOCT P 34.10-2012,
['OCT P 34.11-2012.

- Ha pabouyMX MecTax COTPYAHUKOB OPraHOB M OpraHu3alvil JOJIKHA
o0OecreynBaTbCcsi  BO3BMOXXHOCTh ~ YCTAHOBKM M MPOBEPKUM  JIOBEPEHHBIX

cepTU(PUKaTOB.
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